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Abstract

Thiswhite papertargetedatthetechnicallysasvy readeyoffersadetailedook
at the entities, protocols,and systemshat make up the FreedomNetwork. 1t is
intendedto give thereaderanin-depthunderstandingf how the Freedonmsystem
works,andto encouragenalysisof the system.

1 Introduction

1.1 Thispaper

The Freedormproductline is designedo bethe mostintegrated strongesandeasiest-
to-useprivagy systemavailable. This white papergivesthe technicalreadera deep
understandingf eachcomponentand of the systemasa whole. This papercanbe

readonits own, or in conjunctionwith “Freedom1.0 SecuritylssuesandAnalysis”.

This paperis intendedo explain exactly how the FreedonNetwork works, andto
containsufficientinformationto constructa Freedoncompatibleclient or sener. This
paperexists in two versions,one with the protocol detailsand the math (“Freedom
Network 1.0 Architectureand Protocols”),and one without (“FreedomNetwork 1.0
Architecture”). We have publishedthe paperin this way to bettersene the intended
readerf eachversion. Thisis theversionwithoutthe protocoldetails.

We startby introducingthe entitiesthat make up the Freedomnetwork. We then
explain the databasethat the variousentitiesin the network use,andthenhow those
entitiescommunicate startingwith AIP to AIP communication,and building from
thereto client-AlP communicationthetelescopencryptionprotocols andtheway IP,
UDP andTCParehandledasthey traversethenternet.We concludeby examiningthe
applicationlayerhandlingfor the protocolsthatFreedomsupports.

This paperconcentratesn the protocolsasthey exist today Therearea number
of known issueswhich we will be addressingvertime. Thoseissuesarenot always
notedhere. The currentversionof “Freedom1.0 Securitylssuesand Analysis” will
alwayslist thoseissueghatareknown to exist from a securityor privagy standpoint.



1.2 Freedom overview

The Freedomnetwork is an overlay network which runs on top of the Internet. It
useslayersof encryptionto allow a Freedomend-useto engagdn a wide variety of
pseudogmousactiity by hiding the users real IP addressemail addressand other
identifying informationfrom counterparties.eazesdroppersandactive attemptgo vi-
olatetheusers privagy.

Usersare encouragedo createpsuedogms for eachareain which they wantto
presere privagy. The nymsthatsomeoneaisescannotbetied together Thus, it is not
possibleto say if super man@r eedom net andcl ar kkent @ r eedom net
arethe same,or differentpeople. Supermaris hapgy with this situationbecauséhe
doesnt want his supervillianenemiego know abouthis life. Similarly, whenj ob-
seeker @ r eedom net browsesa resumeweb site, his employer can't seethat
Clarkisn’t happy with the working conditionsat the Daily Planet,andwantsto jump
into anothedine of work.

FreedonprotectsClark’s privacy by proxyingthevarioussupportecrotocols.and
sendingthoseproxiedpacletsthrougha privatenetwork beforethey aredepositecbn
thelnternetfor normalservice.Thatprivatenetwork, asa systemjs operatedy Zero
Knowledge. Individual nodesin the network are operatedby Zero Knowledgeand
our partnerssothatno singleoperatorhascomprehensie knowledgeof what datais
flowing throughthe network.

Thus,the maincomponent®f the systemarepseudogms(or nyms)andFreedom
Seners.In the next sectionwe offer precisedefinitionsof theseandotherentities.

2 Entities
2.1 Nyms

NymsaretheidentitiesthatFreedormusersassumenthelnternet.A nymis definedby
aunigueemailaddressat Freedom.netandthe associatedligital signaturekey. Zero
Knowledgecertifiesonly the uniquenes®f the email address.A nym hasan email
addressa signingkey, anencryptionkey, andzeroor morereply blocks.Replyblocks
aredefinedin moredepthin sectionl0, belon. A nym is createdwhena usersends
anym creationtoken, a signatureverificationkey andanencryptionpublic key to the
nym sener. This processs detailedin the“UntraceableNym Creationonthe Freedom
Network” white paper

Nym signaturekeys are 1024 bit DSA keys. They aresignedby the nym sener
signaturekey (seesection2.5, belon). Nym encryptionkeys are 1024 bit EI Gamal
keys, which have beensignedby the nym’s signaturekey. (Unlessotherwisenoted,all
signaturekeys are1024bit DSA, andall encryptionkeys are1024bit EIGamal.

2.2 Client

Theclientis asoftwarepackagecurrentlyprovidedby ZeroKnowledge whichimple-
mentsa variety of securityactivities on behalfof the user It has,hardwiredinto it, a
Mastercryptographidkey which is usedto authenticat@all component®f the system.



In addition, the client is dESY trustworthy security pro-
tectionagainstmaliciousFreedomNetwork nodes,insofar asthatis reasonable For
example,it is notreasonabléo expectthattheclientcanoffer protectionagainsta fully
compromisedhetwork. However, muchnetwork informationis deliveredto the client
soit canmalke decisionsaboutwhich nodesin the network to use,ratherthantrust-
ing the network to decidewhich nodesconstituteanappropriatgpath. This decisionis
drivenby a possibletensionbetweendefinitionsof “appropriate”usedby theenduser
andthe network operators.

Theclienthasno privatekeys separatérom thoseof thenymswhich useit. It ships
with the public parameter®sf the FreedomMasterkey hardcodednto it, aswell asa
pre-loadectacheof sener public keys.

23 AIP

The AnonymousinternetProxies(AIPs) are the core network privacy daemonsghat
make uptheFreedommetwork. They passencapsulatedetwork pacletsbetweerthem-




selvesuntil they reachan exit node. The exit nodehasa “wormhole” which actsasa
proxy, allowing pacletsto passbetweerthe Internetandthe FreedomNetwork.
The wormholeactsmuchlik e a traditionalnetwork addresdranslator with addi-
tional proxy functionalityto only allow well-formedpacletsto acceptablsener ports.
An AIP hasa signaturekey which is certified by the Monthly key after an out-
of-bandconfirmationprocessawith the sener operator It alsohasan encryptionkey,
whichis signedby its signaturekey.

24 MAIPand FMG

TheMail AIP (MAIP) is amail transpordaemorthatworkswith reply blocksto move
mail throughthe FreedomNetwork. It usesthe AnonymousMail TransferProtocolto
move messagesAMTP may be describedn a forthcomingwhite paper or it may be
replacedandthereplacemenpublished.

Whenthe FMG-MAIP recevesa messagé¢hatis destinedfor a non-Freedonad-
dress,it appliessomesecurityand spam-pregentiontechniquessuchasensuringthat
the messages properly signedby the nym, and that the nym is not trying to send
outtoo mary messageatonce. It thenformatsthe messagasa MIME-encapsulated
email,andsendst to thedestinatioraddress.

Incomingmail from thenternet,destinedor anym, is recevedby a FreedormMail
Gatavay (FMG-MAIP), which sitsbehindan SMTP sener. The messagés encrypted
and chainedusing eachof a nym’s reply blocks (morethan onereply block may be
usedto avoid reliability problemsshoulda Freedomsener crash). This meansthat
multiple encrypteccopiesof amessagenaybedeliveredto ausers (real) mailbox, but
theclient softwarehidesthis factfrom the user andautomaticallydeleteduplicates.

2.5 Databases

Thereare a numberof supportdatabasesvhich help make the FreedomNetwork a
completeoperationakystem.Thesedatabasegollectively referredto asthe coreser
vices,offer network statusandcryptokeys andcertificates.

Network I nformation Query and Status Servers (NI1QS, NISS) Thesesenershold
the network topology status ratingsinformationand someoperatordata. The
NIQS s aread-onlysenerwhich senesup thedigestednformation. The NISS
recevesthestatugpaclketsfrom theentitiesonthe network andstoreseverything
in the Network InformationDatabas€NIDB). Theinformationthatis collected
is describedn sectionl1.

Nym Server This senerholdsall of the nym informationandkeepstrackof all spent
tokens.The Nym senerkeepsa copy of thecurrentnym keys andsubmitsthese
to the key updatesener. It alsostoresa hashof eachspenttoken,in orderto
preventtokendouble-spending.

Key Update/ Key query servers Key updatesener recevesupdatesfrom the nym
sener. Key querysenersenesup all publickeys onthenetwork. Key updatels
write only, key queryis readonly.



Token Server This sener keepsthe list of active (unredeemed$erialnumbers.and
generatesokensin exchangefor them.

FMG-MAIP The FMG-MAIP hastwo databased;MG-StatandNym-block. FMG-
Statstoresrecipientcountinformationwhichis usedfor spamcontrol. Thenym-
block databaseontainsrequestghat have comein to not allow a nym to send
messaget a specificaddres®r domain.

2.6 Master Signature Key hierarchy
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Figure2: Thekey hierarchy

Thereis a setof keys at the top of the hierarchywhich areusedonly for signing.
Thesekeys includethe Master Yearly, andMonthly keys. The Monthly key tendsto
signalot of otherkeys, includingsignaturekeys for AlPs, MAIPs, andthe FMG.

Thereis a Masterkey, whosepublic parameterareencodednto all Freedomnsoft-
warefor reference.lt is a 2048bit DSA key, usingthe sameprime parametergasare
usedin PGP

TheMasterKey signsa Yearlykey. * The Yearlykey is 1024bit DSA,; it is usedto
signthe Monthly key andclient software updates.The Monthly key is usedto signa
signaturekey for eachof the FMG, NymSery TokSry KeyUpdSry NIQS, andNISS.
It is alsousedto signthe AIP andMAIP signaturekey for eachAIP andMAIP. Eachof

1The original intentwasto rotateall the keys, exceptfor the master on a reasonablgime scale. That
codehasnotbeenextensvely tested andassuch,we maynotinvoke it in this versionof thefieldedsystem.



thesekeys signsanencryptionkey for theentity. The NymSrvkey alsosignsthe Nym
signaturekeys. The Monthly key, andthosekeyswhichit signs,arestoredonline.

2.7 Proceduresfor generating and using important keys

The YearlyandMasterprivatekeys arestoredon anon-networkedcomputeiin a phys-
ically securelocation. Thereis two-personaccesscontrol for the locks controlling
accesgo the machine,the passwerds neededo log in, andthe passphrasefor the
keys. The procesdor usingthemhasstrongprocedurabndauditcontrols.

2.8 Secret-sharing

The Master private key is baclked up using secretsharingcode by Hal Finney and
updatedby lan Goldbeg. The sharesare 3DES encryptedand storedin the careof
certainmanager®f thecompauy.

3 Database queries

The databaseéisted in section2.5 form the core servicesof the FreedomNetwork.
Variousentitiesin the network querythesedatabaseat varioustimes:

NIQS: The NIQS is queriedby clients, AIPs and MAIPs in orderto determinethe
currentnetwork topology The clients usethe informationin orderto create
routesthroughthenetwork (asdescribedn 6.1,below); AlPsusetheinformation
to determinao which otherAlPs they shouldestablishsecurdinks.

Key query server: A clientwill obtainpublic keys of othernymsfrom thekey query
sener in the eventthatit wishesto sendencryptedemail to them. In orderto
protecttheidentity of the client, therequesis madeover the Freedommetwork.
In theeventthattheNIQS reportsanew AIP beingavailable theclientwill query
theKey Querysenerin theclear Mostseners,includingatleastAlPs, MAIPs,
andFMG-MAIP have reasondo querythis sener, including authorizationrand
authentication.

Nym server: TheNym Seneris queriedby the FMG andFMG-MAIP in orderto get
reply-blockscheckauthorizationsandperformspamcontrol.

token server: TheTokenSeneris only queriedduringthe nym generatiorprocess.

FMG database: TheFMG databasés queriedby the FMG, to keeptrack of outgoing
mail quotasasdescribedn section9.2,andto apply blockingrules.

Queriego thedatabasearenotencryptedr signedby therequestorandgenerally
theresponsearenot encryptedr signedby the databaseThe NIQS andNym Sener
signtheir data, but that doesnot include negative responsesyhich are generatedn
thefly. However, the contents of theresponsebave enoughnformationto ensuretheir
accurag (for example,thekey querysenerwill returnsignedcertificates).



4 Inter-AlP link encryption

AlPs on the Freedomnetwork talk to eachotherwith securelinks. Theselinks are
setup betweerspecificpairsof AlPs thatarechoserto minimize network lateng/ and
delay;we do not createinter-AlP links thatallow you to traversethreecontinentsas
thelateng of suchalink would make it unusable.

EachAIP hasanumberof “neighbours”;i.e. theotherAlPsto whichit hasasecure
link. As mentionedabove, it is notthecasethatevery AIP is aneighbourof everyother
AlP.

Thereis no automaticconfigurationof the graphof which AlPs are neighbours
of which other AIPs (the “AlP graph”). The securelinks are configuredmanually
with a tool, via the NIQS. An AIP will periodically querythe NIQS to geta list of
the neighboursit is supposedo have, andwill bring its securelinks up and down
accordingly

4.1 Setup: Authenticated D-H key agreement

Whentwo AIPs areconfiguredto talk to eachother, bothwill querythe key senerto
getthe key for the other AIP. Call the AIPs Alice andBob. Alice getsBob’s public
key certificatefrom thekey querysener, andvalidatest by climbingthekey hierarchy
until reachinga key thatshetrusts.Bob mirrorsthis actiity to ensurethe exchanges
mutually authenticatedAlice andBob thenundego an authenticate®iffie-Hellman
key agreemenprotocolto derive the encryptionkey to be usedon the securelink.
This exchangeis doneonceper hour;old link encryptionkeys arediscardedo ensure
perfectforwardsecrey; thatis, if anadwersaryrecordsgheencryptedraffic, andwants
toforceAlice or Bobto decryptit for him, heonly hasuntil thehouris up. After Alice
andBob forgetthelink encryptionkey, thereis noway to recover thattraffic.

4.2 Link encryption

Link encryptionis appliedbetweemode-pairsn orderto hide the natureandcharac-
teristicsof the traffic betweenthem. Datais sentbetweenAlPs in UDP datagrams,
typically to port 51101/udpzall but onebyte of the body of the datagranis encrypted
usinga key derived from the Diffie-Hellmankey agreement.Onebyte is sentin the
clear which is merelya flag indicatingwhich key to useto decryptthe paclet (this is
usefulduringthetransitionfrom onekey to the next).

The algorithmto useis specifiedby the AIPs aspart of the key agreemenproto-
col. Thedefaultis 128-bit Blowfish; otherpossibilitiesare 168-bit 3DESand 184-bit
DESX.

5 Client-to-AlP link encryption

A client,uponstartingup, will createsecurdinks betweeritself andoneor moreAlPs.
Thesesecurdinks arein mostwaysidenticalto the Inter-AlP securdinks describedn
section4. Thedifferencesarethat:
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Figure3: Theencapsulationf a datapacletin telescopeandlink-layer encryption

o they areshort-lived(they only exist while theclientis running)

¢ they areunderthe control of the client (inter-AIP links areunderthe control of
theNIDB)

e the client doesnot sign its Diffie-Hellmanparametersasit hasno key it can
useto do so privately (the AIP with which it is communicatingdoes sign its
parameters)

6 Telescope Encryption

Telescopeencryptionis the setof encryptionlayersthatis designedo provide client-
to-wormholeconfidentiality It is calledtelescopeencryptionbecausehelayerscanbe
visualizedasan old fashionedelescopewhich collapsesn on itself, leadingto a set
of concentrictubes. Eachtubeis the layer of encryptionthatis removed asa paclet
travelsfrom the client,andaddedasthethe paclettravelsto theclient. In thisanalogy
the endsof the tubeare eachconnectedo an AIP. We usethe terms“telescope”and
“route” someavhatinterchangeably

Therearetwo typesof telescopeencryptionusedin the system authenticateénd
anorymous.Authenticatedelescopesisea sighedROUTE CREATE requestandcre-
atearoutethatcanbe usedfor arbitrarydestinatiorhosts.Anonymoustelescopesan
only be usedto connectto certainsetsof definedhosts,suchasthe databaseeners.
They areusefulfor a setof initialization purposeswhenthereis no appropriatecertifi-
cateavailablewith which to createroutes.We discussauthenticatedelescopeféirst.
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An authenticatedelescopes onecreatedwith a ROUTE CREATE paclet signed
by avalid nym. Only anym cancreateanauthenticatedelescope.

For an anorymoustelescopethe signatureand identity fields are left blank (all
zeros).Clientsand AlPs canmalke anorymoustelescopes.

6.1 Administration

Theclient selectsa chainof AlPs to useto build thetelescope Thefirst AIP mustbe
oneto whichtheclienthasa securdink, asdescribedn section5. As well, eachpair
of consecutie AlPsin thechainmustbe a pairthathasa securdink betweerthem,as
describedn section4. Theclientquerieghe NIQS to find thesetof all AIP pairswith
securdinks betweerthem (so asto avoid leakinginformationaboutwhich AIP pairs
theclientis interestedn). ThelastAlP in the chainis calledthe “last-hop” or “exit”

AlP.

6.2 Route Setup

The client constructsa ROUTE CREATE paclet which containssecretgo be shared
onewith eachAlIP in the chosenchain. NestedEl Gamalencryptionwith the AIPs’
encryptionkeys is usedto securelytransmitthe secrets(and to ensurethat no AIP
knows morethanwho arethe previousandnext AlPs in thechain).

Whenthelast-hopAlP recevesa ROUTE CREATE pacletthatis correctlysigned,
it will returnaROUTE CREATE ACK paclet,indicatingsuccess.



If any AIP recevesa ROUTE CREATE pacletthatis for somereasormalformed
(for example, the signatureis bad), it will senda ROUTE DESTROY paclet back
towardstheclient.

6.3 Telescope encryption

The majority of the pacletson the network are DATA paclets. These like all paclets
on the Freedomnetwork, are sentasthe payloadof a link-encryptedpaclet, as de-
scribedin 4.2. TheseDATA pacletsareof afixedsizein orderto avoid attacksbased
onsizecorrelationsof paclets.

6.4 Teardown

If for ary reasonanentity needgo teardown anexisting route(the entity mustbeone
of the AlIPs involvedin the route,or the client which createdthe route),it will senda
ROUTE DESTROY paclketalongtheroute.If theentity wishingto destrg therouteis
anAlP in themiddleof theroute,it shouldsendtwo ROUTE DESTROY paclets:one
towardsthe client,andonetowardsthe Internet.

7 |IPlayer handling

TheclientsitsattheNDIS level ontheWin95 stack.It removescertainidentifying data
from a paclet beforeencryptingandsendingt. This datais the IP sourceaddressand
the IP andUDP or TCP checksum.The checksumsreremovedto avoid bruteforce
attackson the missinglP addresglata. The MAC in theroutedata(telescopepaclet
ensureghat the datahasnot beencorruptedin transit. The wormholeproxy addsin

theappropriatesourcelP, changesheport,andconstructsa new setof IP andTCP (or

UDP) checksums.

Thereis alist of acceptabl@d CPandUDP portswhichis enforcecby boththeclient
andthewormhole.Thatsetof portsarethoseneededo allow the supportedrotocols
to run over the FreedomNetwork. The restrictionexists to minimize possibilitiesfor
alusive/hackingoehavior overthe network, andconfirmsto the principle of thatwhich
is not explicitly permittedis denied. Raw IP is explicitly not allowed throughthe
network.

All pacletsarefragmentedo 252 bytesbeforesending. Thewormholecorvinces
the client thatthe pathMTU is 252 bytes,so the client’s standardP stackwill deal
with fragmentatiorfor us. Thewormholeactuallyframgentdinbounddatato this size,
andthe client’s normal stackdoesthe reconstruction.The paclet sizeis intendedas
a compromise,and will probablybe replacedby a different compromiseinvolving
multiple paclet sizesin thefuture.

The 252 byte fragmentis telescopeencryptedfor eachFreedomSener alongthe
path,link encryptedor the first hop,andthenplacedin a UDP paclet for sendingto
port51101.

Thedatatravelsoverthenetwork, beinglink decryptedandtelescopeinwrappedat
eachpoint. Thedatais routedto thenext hopby useof anAnonymousCircuit ID (ACI)

10



mappingtable;datacomingin over a given ACl is encryptedor decryptedwith a key
thatmapsto thatACl, andthenlink encryptedandsentonits way. If the ACI indicates
thatpacletsfrom thathostaresentto thewormhole thenthey are. Thewormholewill
mapthe ACl into alocal TCP (or UDP) port, andmapits sourceportto thesourceport
on which the clientis expectingto receive a responseThewormholewill theninsert
its IP addressnto the paclet, calculatelP and TCP headerchecksumsandinsertthe
pacletontothelnternet.

Whena TCP responseeomesback from an Internetsener to the wormhole,the
wormholewill breakthe streaminto chunks,adda cryptographicauthenticatoto the
eachandthenpasshemto the AIP for encryption.The AIP only applysasinlgelayer
of encryption.This may be counterintuitive, if you expectthe AIP to addlayers,and
seethemstrippedoff asthepaclettravelsthroughthenetwork. Thisis notdone,asthe
AIP mustnotknow the setof keysit would needto addall the layersof encryption.

The informationis passedalongthe routeindicatedby the ACls until it reaches
the client, wherethe software remavesthe severaf layersof encryption,insertsthe
appropriatesourceaddressandport backin, recalculateshe checksumandpopsthe
pacletbackinto the IP stack.

8 Nym Creation

The nym creationprocesss describedn detailin the “UntraceableNym Creationon
the FreedomNetwork” white paper The processof paying for a nym is intention-
ally separatedrom the procesf creatinga nym, sothatwe canbuild a wall which
paymentidentity informationdoesnot cross.

9 Application layer handling

9.1 Client-side application proxies

Client-sideapplicationproxiesare designedo remove identifying information from
applicationstreamsbeforeit reacheghe Internet. This is in contrastto the AlIP-side
paclet-filters,which aimto preventhackingattemptdy theclient,andassumehatthe
datastreamhasalreadybeensanitized.Thelocationandassignmentf responsibilities
is designedo reducethe needfor trustin the system.

Outgoingtext in a variety of protocolsis scannedy the text scanner The text
scanneifooks for stringsthat matchthoseenterednto the client’'s “Word Scanning”
dialogboxin a case-sensite manner Any matchewill resultin awarningdialogbox
beingdisplayedo theuser Thedatais notsentuntil theuserhasapproredthesending.

9.1.1 DNS

DNS pacletsareinterceptedandsentoverthe Freedommetwork (otherwise a collabo-
rationbetweenyour local DNS senerandthewormholecouldrevealalot). Thereare

2Thisis 4 layersof encryptionfor athree-hogroute;thethreetelescopeandalink layet
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no modificationamadeto therequest.

912 SSL

SSL pacletsarrive at the Freedomclient alreadyencryptedby the web browser As
such,thereis nothingwe cando to reliably remove or editwhatdatathey send.

913 HTTP

HTTP GET andPOSTmessageare sentthroughthe text scanner Eachnym is allo-
cateda seperateookiejar. The“Referer:” headeiis left intact.

914 SMTP/AMTP

OutboundSMTP messageareinterceptedy the client-sideSMTP proxy. The proxy
sanitizeghe header®f the messageincluding replacingthe users realemailaddress
with thatof anym. It thenchecksdf all therecipientsareFreedonusers If so, it fetches
their keys from the Nym Sener, andencryptsthe multiple times,oncefor eachnym.
If therearenon-rym recipientsa cleartet copy of the messagés kept. Theencrypted
(andplaintext, if needednessagearedeliveredoverananorymousconnectiorto the
FMG-MAIP, which appliesits processindogic (signatureprocessingspamandabuse
control),andsendthemeitherthroughthe MAIP cloudfor nym recipientsor SMTPto
anon-Freedonmecipient.

9.1.5 POP3

The POP3proxy interceptsPOP3requestgo the users pop sener. The proxy will
collectall mail afterauthenticatingandkeepthe users mail clientwaiting. The POP3
proxy will correlatemessage$o prevent the mail client from seeingthe redundant
versionsof messagesreatecby Reply Blocks. As such,the mail client (Eg, Netscape
Mail or Outlook) authenticategself to a local POP3proxy, that proxy authenticates
itself to the POPsener, the proxy downloadsthe mail, decryptsit, andonly thenwiill
themail client seea numberof messagefor reading.

Note that the connectionfrom the POP3proxy to the users POP3sener is not
madethroughthe FreedomNetwork, but ratheris a regular TCP connectionover the
Internet.Thisis becaus¢he expected®OPmailboxis theusersstandard®OPmailbox,
andwe don’t wantto associate nym with thatmailbox. (All inboundmail is encrypted
sothatthereis noway for anobsenerto distinguishto whichnym it is addressed.)

9.1.6 NNTP

The body of outgoingnews postingsis passedhroughthe text scanner The message
is encapsulatetly the client news proxy in a mail messageandsent(un)encryptedo
a mail2nevs gatevay. ReadingUsenetnews is accomplished/ia a web-basedews
readingsite.

12



9.1.7 Telnet/ssh

Any telnet/ssthasedprotocolcanbe passedver the Freedomnetwork to acceptable
target ports. The informationis run throughthe text scanner Usesfor this include

private contributionsto sourcetreesvia CVS over SSH,accesdo MUDs, and other

telnetbasednformationservices.

9.2 AlP-sideapplication proxies

Thesenersidepacletfilter in thewormholeis usedto offer alevel of protectionfor the
Internetfrom aluseby our customershy ensuringthat outboundpacletsonly reach
certaintarget ports. Our goalis to make it difficult to usethe Freedomnetwork for
hackingactivity, however, sincea vulnerability that exists on a target machinemay
be exploited without the FreedomNetwork, we simply attemptto bea goodneighbor
Ultimately, defendingyour hostsandnetworksis your responsibility

The FMG-MAIP is responsiblgor outboundspamcontrol for the Freedomnet-
work. It doesthis by placingprogrammabldimits on the volume of mail a givenuser
may send.Thelimit is initially setbasedon the classof custometthey are: Paid users
have a higherquotathantrial users.Eithertype of users mail quotamay be changed
by the ZeroKnowledgeAbuseCenter® in responséo complaintsor otherissues The
exactquotasare not publishedso that spammersannot senda numberof messages
justunderthe quota. For the samereasonsguotasmay vary slightly on a peruserba-
sis. The FMG-MAIP alsoimplementghe abuseblocking controls,wherepeoplecan
requesthatthey notrecieve emailfrom givennyms.

10 Incoming mail handling

Incomingmail for Nymsis recevedby a FreedonmMail Gatevay. Thegatevay ensures
thatthemail is for avalid nym whichis ableto receve mail. (Theremaybevalid nyms
whichdo not have ary reply blocks,or for otherreasonsreunableto receve mail.) If
themail is accepteda copy of themessagés encryptedwith eachreply block thatthe
nym hascreated.Eachcopy of the messagevill beroutedthrougha seriesof MAIPs
usingthe AMTP protocol.Eachinter-MAIP connectioris doneoveranon-anoymous
TCPconnectiorto port51112.

A reply block containsoneor morelayersof key, next-hop, message-bloctuples.
The key is usedto encryptthe messagdeforesendingthe messagéeo the next-hop,
whichmaybeaMAIP or a POPmailbox.

Eventually a numberof (encryptedopiesof themessagavill arrive in theusers
POPbox (onefor eachreply block he hassetup, unlesssomeAlPs aredown). As
describedabove, the POP3proxy will automaticallydecryptthe Freedommessages
andremove theduplicatecopiesbeforepassinghemon to the users POP3client.

Shttp: //ww. f reedom net/ support/abuse. ht m
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11 Collecting Network Information

Periodically the Network InformationStatusSener (NISS)collectsvariousdataabout
the availability and quality of serviceof the FreedomNetwork. The exact detailsof
whatinformationis gatheredwill begivenin afutureversionof this white paper

12 Conclusion

Everyeffort hasbeenrmadeto make Freedonthemostintegrated strongestindeasiest-
to-useprivagy systemavailable,andwe believe we have achiesedthis goal. No system
is completelyinfallable,however, but this white paperin conjunctionwith “Freedom
1.0 SecuritylssuesandAnalysis”, will shav thereaderthe extentto which thesystem
is secureunderordinary andeven extraordinarycircumstancesWe maintaina policy
of full disclosureof the systems workingsandweaknesse# an effort to be up-front
andhonesto thecommunityof Freedonmusersandinterestedgarties.

A ChangeHistory

November 29, 1999 Madethefollowing changes:

2.3 AIP keys aresignedby the monthlykey, notnym senerkey

2.4 Correcteddentity of actorto be FMG-MAIP in para2

2.5 FMG-MAIP added2nd database

3.x Addedusersof variousdatabases

3.key-query addediimeswhenclientsmale cleartet, non-anomueries
3.nym-server expandechym sener, seperatetiokensenerto matchreality
3.fmg-maip addedblockrules

4.2 fixedportfor datapaclets

7 thelastparagraplof section7 wassubstantiallycleanedup for clarity in what
softwareperformswhich actions

9.1 notedthattheusercanpreventdataxfer in dialogbox.

9.1.3 addedhoteaboutcookiejars

9.1.4 mail encryptionwaswrong, pop handlingwasinsuficiently explained
9.1.6 expandedhntphandling

9.2 fmg-maipakusecontrol

A FixedY2K bugin ChangeHistory section

November 23,99 Releasednitial Version.
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